EBLI-BE-EL. EB:3L

[
UMD ) CARELRMEFIERLBEERRSE /LR A
Frgddn,

20/ e b0 fus

onc faneeplens

T s

ok relas Pt

RINES . cache]

131 nER1C presd

“picsl NERL rid FLrst page

<2 hre
AIRLTHAGE PagE BT b Ah

i g=mEe

For Fic 11 #{1p3 .pag.a

Bk "4 heeF
L0 camnts

bEE scmnt -3 Al
he kesuabing --all
Ras=Aner
[ i canEi,
i carFiamer n/suap
he kmabied gha
b
g Pii-Ciad SpauE 3o
EiLRd Wods-dEriEg cpawn oo
ssbird SRiFE-TD spamn
sbirg Shif k-1
bied §
mpocens
sentadac byire
Ssstart g
sim ire
sprafils T4E_NGRCER( {170 4
siheew THEZNEVS ( (1.3} 4 %
Eshve

aue defanii

kesBiRg shar-r respee , kesbieg sha
kesoLRD WE wirpical 0.8
Nk harazental |

far i dn 1
b iegring

he kepbied shar
he kmpied Ao
Ra

oM

STEM FR

Lo hed canmind |
ERAR CLEABESI . 4:key
“UparEaip Leioery

fer [ kru, FE 3 in ]

s erach, 35 wisubes, 3% mecends) Vol 1
e enap (Leades! 13

1...Dear Princessiluna, iy apo

OPERATING SYSTEM DEVELOPMENT
TUTORIAL SERIES




‘4 Lunaix OS Dev Tutorial

ATRAET:
Intel® 64 and IA-32 Architectures Software Developer's Manual,
Vol. 3, Chapter 6 — Interrupt and Exception Handling.
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CPUTRIT! TIRBLEBH+HNE -

P, IMRERESHAE, FECPUE
*i7,

8 CPU BRI LUERTAR -
IER kR’ (Non-Maskable Interrupts)

chlafy

B] ik P 7 (Maskable Interrupts)
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EABELL CPU 2B (mask) FRifTIE?

B MR R

222120101817161514 13121114 9|a 7 6 5 4 3 2 1 0 gé

!
Reserved (setto 0) |} A of¥l S [ BEAEEEE
L

cli
ID — Identification Flag
VIP — Virtual Interrupt Pending ear nterrupt Flag

VIF — Virtual Interrupt Flag

AC — Alignment Check / Access Control ——
VM — Virtual-8086 Mode
RF — Resume Flag .
NT — Nested Task Flag S t 1
IOPL— I/O Privilege Level
IF — Interrupt Enable Flag e! ‘nterrupt Flag
TF — Trap Flag

|:| Reserved
Figure 2-5. System Flags in the EFLAGS Register

Pl,lc
FI'IF

Interrupt enable (bit 9) — Controls the response of the processor to maskable hardware interrupt
requests (see also: Section 6.3.2, "Maskable Hardware Interrupts”). The flag is set to respond to maskable
hardware interrupts; cleared to inhibit maskable hardware interrupts. The IF flag does not affect the gener-
ation of exceptions or nonmaskable interrupts (NMI interrupts). The CPL, IOPL, and the state of the VME
flag in control register CR4 determine whether the IF flag can be modified by the CLI, STI, POPF, POPFD,
and IRET.
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N1t AIEEN Maskable , MAZE Ignorable ?

BEER! (HitIES—F) :
INTR 5|fl: BEBERM=E, 1%5| 7
IF A4 F2— 15, s .
Hfl] ve+ ¥ INTR mask (¥8) 3= g E‘m}
10 [HOLDY
B2 CPU BZIAZ: INTR f o
NMI 2|8 EE IR, ey =
'\nglﬂﬂ] ve+ o iX-%IHiI]EE CPU E : - (ALE)

?%*ﬁfﬂ”]a 5§E':F'IEHA' . N = (INTA}

221 | READY
21| | RESET
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(A
e.q., BAHIE, B/ HFEAN, USEA\, EEEFLERSER

Table 6-1. Protected-Mode Exceptions and Interrupts

C P U E_I-Ej:% 2 5 6 /|\ I:Fl H_éﬁ Divide Error Fault DIV and IDIV instructions.

Debug Exception Fault/ Trap Instruction, data, and I/0 breakpoints;
single-step; and athers.

NG NMI Interrupt Interrupt Nonmaskable external interrupt.
32 NRGLR YT -

Breakpoint Trap INT3 instruction.
Overflow Trap INTO instruction.
» _ 0 BOUND Range Exceeded Fault BOUND instruction.
ﬁu % E/\J 2 2 4 /l\ I:FI H_tﬁ'ﬂ EE A-EX Invalid Opcode (Undefined Opcode) | Fault UD instruction or reserved opcode.

Device Not Available (No Math Fault Floating-point or WAIT/FWAIT instruction.
Coprocessor)

Double Fault Abort Any instruction that can generate an
exception, an NM, or an INTR.

Coprocessor Segment Overrun Fault Floating-point instruction.’
(reserved)

Invalid TSS Fault Task switch or TSS access.

Segment Not Present Fault Loading segment registers or accessing
system segments.

Stack-Segment Fault Fault Stack operations and SS register loads.

General Protection Fault Any memory reference and other
protection checks.

Page Fault Fault Any memory reference.
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CPU i&Z|Hltr, MEAR @R, Rt
LR

ISR (Interrupt Service Routines)

: T R AR S5 72
ARRE, BEENIE, _
IDT (Interrupt Descriptor Table)
FhifTiEIARR
KA PHE—1 s YmAK ’

ARSI CPU . “IERETCRIE, ZIBRVEEIHHR,
EBMEIXITR, BEBEXNTREM. HERFRRE

Tﬁ' b
.
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Vector w Description

|SR . 5§1+2\¢%7EIJIJE,‘J) ?:jEIEE%/l\EE CPU Divide Error
ET%'IEJ%E’\J @lﬂ;zé& (tbyu ) C @*;&) Debug Exception

NMI Interrupt
Breakpoint

IDT EH:I GDT %Z% :I:*/j) Aj:-H-\ \ Overflow
Irl\-,k&éﬂ , /'§:/|\EI: ?-i]-_@ = Tj:EI,I-l—J |SR BOUND Range Exceeded

Invalid Opcode (Undefined Opcode)

EI‘J j:EI /f-l_ L)L&_% Bﬁm 15 IO Device Not Available (No Math

Coprocessor)
Double Fault

*Ei?ﬁ_?-\ij' E"J ? % | 'f’%% Coprocessor Segment Overrun

(reserved)
Invalid TSS

Segment Not Present

Stack-Segment Fault
General Protection

Page Fault
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Task Gata

H bits 8-10 JRE R == H—FF,

ElEN:E

Interrupt Gate
1615141312

Trap Gate
1615141312

oo seee m

DPL Descriptor Privilege Level

Offset Offset to procedure entry point

P Segment Present flag

Selector Segment Selector for destination code segment
D Size of gate: 1 = 32 bits; 0 = 16 bits

[ ] Reserved

RN

Figure 6-2. IDT Gate Descriptors
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ISR BY{iI %k

RELERER ISR HIF7E Ring el i)

errupt Gate
6 15 14 13 .

AR N

ISR FRE RV ER RV ERFm iR F ISR FREVEX A (R 15
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Destination
Code Segment

Interrupt
Vector

Base
Address

Segment
Descriptor

Figure 6-3. Interrupt Procedure Call
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5<: lidt

M lgdt —1¥, EEMRTFIEE IDTR VB
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Let's Code



‘4 Lunaix O0S Dev Tutorial - ISR E/\J;Rﬂ;;
=

Stack Usage with No

* Privilege-Level Change
ISR E%R I EE CPU 1§)\° Interrupted Procedure’s

and Handler's Stack

* (=0 -<—— ESP Before
*ETE CdeCl ) %ﬁ&mﬁgm . Transfer to Handler
EIP
1 o ErrO rCOde Error Code _EI_SP .?ﬂer Handl
_ ransfer to Handler
2.EIP —
3' CS Stack Usage with
4. EFLAGS Privilege-Level Change
Interruptegt:éﬁcedure's Handler's Stack
ESP Before
ErrorCode != Vector No. Transfer to Handler

EFLAGS

. | EP |
5. ErrorCode BTEE5THHY _ ESPAter—>
RF g = B,

Figure 6-4. Stack Usage on Transfers to Interrupt and Exception-Handling Routines
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ISR & C K%

To return from an exception- or interrupt-handler procedure, the handler must use the IRET (or IRETD) instruction.
The IRET instruction is similar to the RET instruction except that it restores the saved flags into the EFLAGS
register. The IOPL field of the EFLAGS register is restored only if the CPL is 0. The IF flag is changed only if the CPL

is less than or equal to the IOPL. See Chapter 3, “Instruction Set Reference, A-L," of the Intel® 64 and IA-32 Archi-
tectures Software Developer’s Manual, Volume 2A, for a description of the complete operation performed by the
IRET instruction.

int main() {
int a = .
return *(&a +

)

main:

i686-elf-gcc -S

pushl %ebp

movl %esp, %ebp
subl $16, %esp

movl $21, -4(%ebp)
movl (%ebp), %eax
leave

ret

ISR ZEE DL IRET &£ !
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IRET vs. RET ?

IF OperandSize = 32
THEN

IF OperandSize = 32

THEN

EIP := Pop(); IF top 4 bytes of stack not within stack limits
CS := Pop(); (* 32-bit pop, high-order 16 bits discarded *) THEN #S5(0); FI;
tempEFLAGS := Pop(); EIP := Pop():
IRET RET
FEXRINTRIKRA IP 5 HEXRINA IP

CS
[ERHER CS, IP
& EFLAGS

&R 1P !
CPU i1 E W s & EBTRVIRE !

iret {lR7E error code 11T !

Hate on Intel +1 :~(
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void my isr(int myargs) {
// Tell CPU what to do with this interrupt ...
int k = myargs *42;

PECRT RS/ EE

_asm_ ("iret"); // inject iret!
}
my_1isr:

subl  $16, %esp RigX B =2 FAryFETL
movl 0(%esp), %eax FRALRD,

i686-elf-gcc -00 -S example.c \ imull $42, %eax, %eax

—fomit-frame-pointer movl %eax, 12(%esp)
- |ret 1z [o]!
nop . Bgr &ﬂ]ﬁ’ﬁiiy
addl $16, %es

AR EEL == ]
RNEME!
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void my isr(int myargs) {
// Tell CPU what to do with this interrupt ...
int k = myargs *42;

-
\n
) N injectiiTetd L 2
} pushl %ebp
movl %esp, %ebp
subl $16, %esp
i686-elf-gcc —-00 -S example.c movl (%Ebp) , oeax
imull $42, %eax, %eax
movl %eax, -4(%ebp)
AR BAZEET —lomit-
frame-pointer | Leave
1ret
noy
leave
ret

IF StackAddressSize = 32

| Epmesr |
ELSE IF StackAddressSize = 64
THEN RSP :=RBP; FI;
ELSE IF StackAddressSize = 16
THEN SP:= BP; Fl;
Fl;

IF OperandSize =32
ELSE IF OperandSize = 64
THEN RBP := Pop(); FI;
ELSE IF OperandSize= 16
THEN BP := Pop(); FI;

LEAVE 2@ X%

BT BT ETIE

mRET %ebp

iret BJ LAIEfAIR (]!
B{R1%&8 error code NTETE
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void my_isr_intl

i 1
chigf 2 void my_isr_int2
thish k void my_isr_intk

R0 ErrorCode BY corner case
P EEIFTNBY isr
IFfA iret AR
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Let's Code
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AT AFA B P BR BT BT 12

return 1 / 0; _asm__(“int $07);

IR EEEEETR R e
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Fault
EBESHET, B—TE LR,

LEE =1 R
EBESHET, ZEX, Reedhd, Exception Interrupt
Abort

JENE!
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Trap Gate Interrupt Gate
117 # CPU B # CPU B
EIP EET— 1% N
EFLAGS IF A% (sti) IF = 0 (cli)

TELHETEIRST EFLAGS A
53]
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int F5<L— 1R~ Trap RERYPET (WA MEER A i)

ANE(RIEEAR BT S BYSC R

ESi

int a = 1 /0; @— "ELEMFKr (BB ,
FKENEFEEHLFRENX

Table 6-1. Protected-Mode Exceptions and Interrupts

Vector Description Error
Code

#DE Divide Error l DIV and IDIV instructions.
#DB Debug Exception Instruction, data, and I/0 breakpoints;
single-step; and others.

iret IR[0], FEWEMRITRIRES, TEHEx, HH
ISR, BERHTENFRIRIER, iretiR[o]------— JE{EIL!
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Wey

MRS . PS5 ENREF

BfiE): 2.27 = 7 days
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