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kernel

movl pg_B, %cr3
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3331|]-TILUL;¥§E*]LJ?EKJﬁ¥k;§ijtJ :J’Ef) 1fr
LT3t ( Context Switch )

pushl %eflags
pushl %cs
pushl %eip

A%

iret

iret FFARY cs
MipRELK

—RRBY T IR AE

1

pushl %eflags
pushl %cs
pushl %eip

movl eip_B, (%esp)

movl cs_B, u4(%esp) Nt
movl eflags_B, 8(%esp)
iret
B
iret EERARY cs Al

ip 15MEHFZ B

AT E XA AR
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.global soft_iret

soft_iret:
o= A B/ N ] == J
HEBNREMEM T FHFESINR popl %esp
?&E@1%T?*”'W§ popl %eax
popl %ebx
interrupt_wrapper: popl %ecx
pushl %esp popl %edx
popl %edi
. popl %ebp
pushl %esi popl %esi
pushl %ebp popl %esp
pushl %edi
pushl %edx addl $8, %esp
pushl %ecx )
> #ifdef _ASM_INTR_DIAGNOSIS -
pushl %ebx 1 :
2 You, 3 months ago | 1 author (You)
pushl %eax felse typedef struct {
iret gp_regs registers;
movl %esp, %eax #endif unsigned int vector;
andl $OxfffffffO, %esp unsigned int err_code;
subl $16, %esp unsigned int eip;

unsigned int cs;

unsigned int eflags;

unsigned int esp;

call intr_handler unsigned int ss;

} __attribute__((packed)) isr_param;

movl %eax, (%esp)
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void schedule() {

if (!sched_ctx.ptable_len) { void run(struct proc_info* proc) {
return; if (!'(_current—state & ~PROC_RUNNING)) {
} __current—state = PROC_STOPPED,;
}
struct proc_info* next; proc—state = PROC_RUNNING;
int prev_ptr = sched_ctx.procs_index;
int ptr = prev_ptr; __current = proc;
// round-robin scheduler
do { cpu_lcr3(__current—page_table); I B #
ptr = (ptr + 1) % sched_ctx.ptable_len;
next = &sched_ctx._procs[ptr]; apic_done_servicing();

} while(next—state #* PROC_STOPPED & ptr =+ prev_ptr);

asm volatile (
sched_ctx.procs_index = ptr; "pushl %6\n"

run(next); }

FIF iret LI _E TR
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You, 13 hours ago | 1 author (You) >
- J \ ! AN # (m}
struct proc_info { SR
e chlif R
struct proc_info* ;
isr_param ; e SE
voids " QBT
time_t :
uint8_t ; 2V
int32_t :
e ' IR
};

HFREHIR) |
( Process Control Block, PCB )
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You, 5 days ago | 1 author (You)
struct pp_struct {

IERYETFREE
pid_t ;
uint32_t : SIFAXER (9 0 NIt AFER)
pp_attr_t ;
b EM (R, HiEHA)
int
pmm_free_page(pid_t , voidx )
FE&_ | )\E'j[, /}_Jz,%lﬂa/ﬂ%&o L struct pp_structx =& [(intptr_t) > 12];
FIR, HE— RS, i (CCintptr Dpage > 12) = naxpg | 1(on
- -

return 1;

(]
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You, 5 days ago | 1 author (You)
struct pp_struct {

pid_t ;
uint32_t ;
_attr_t , e
7 it EHXE?

, AfTA?

R R AR TTE RS O
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Eba0 MBEEE N2 L G BIK
X, AABE—FFE2EbH
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Process virtual memory

proc_mm { P&
i . N Shared libraries

heap_context_t ;
mm_region ;

o NESREE

mm_region
Figure 9.27 How Linux organizes virtual memory.

X0 Linux B9 vm_area_struct B& SR T 21

ey

1llist_header :

I

: XEIER TR REGION_PRIVATE 0

L
-

REGION_RSHARED 1

REGION_WSHARED p
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Bid1E mm_region ERMEME, FATAT LSS
SEINMANER, FriHERR, HiREH

#define REGION_READ (1 «< 2) N7ZX 8 Bl 3%
#define REGION_WRITE (1 «< 3)
#define REGION_EXEC (1 << 1) RNEXIYEAIE

RNEFXI R ALT
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BEEZMBEM segmentation fault FEE XA H
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intr_routine_page_fault (const isr_param* param)

{

uintptr_t ptr = cpu_recr2();
if (lptr) {
goto segv_term;

¥
struct mm_region* hit_region = region_get(__current, ptr);

if (!'hit_region) {
// Into the void ...
goto segv_term;

}

x86_pte_t* pte = CURPROC_PTE(ptr > 12);
if (xpte & PG_PRESENT) {

if ((hit_region—>attr & REGION_PERM_MASK) == (REGION_RSHARED | REGION_READ)) {

// normal page fault, do COW

Page Fault ZEEY 451

uintptr_t pa = (uintptr_t)vmm_dup_page(__current—pid, PG_ENTRY_ADDR(Cxpte));

pmm_free_page(__current—pid, *pte & ~8xFFF);
*pte = (*pte & OxFFF) | pa | PG_WRITE;
return;

I3

// impossible cases or accessing privileged page

goto segv_term;

}

if (!Cxpted) {
// Invalid location
goto segv_term;
}
uintptr_t loc = *pte & ~Oxfff;
// a writable page, not present, pte attr is not null
// and no indication of cached page — a new page need to be alloc
if (Chit_region—attr & REGION_WRITE) && (*pte & Oxfff) && !loc) {
uintptr_t pa = pmm_alloc_page(__current—pid, 0);
*pte = xpte | pa | PG_PRESENT;

uintptr_t loc = *pte & ~Oxfff;
// a writable page, not present, pte attr is not null
// and no indication of cached page — a new page need to be alloc
if (Chit_region—attr & REGION_WRITE) && (xpte & Oxfff) && !loc) {
uintptr_t pa = pmm_alloc_page(__current—pid, 0);
*pte = *pte | pa | PG_PRESENT;
return;
}
// page not present, bring it from disk or somewhere else
__print_panic_msg("WIP page fault route", param);
while (1);

segv_term:

kprintf(KERROR "(pid: %d) Segmentation fault on %p (%p:%p)\n",
__current—pid, ptr, param—»cs, param—>eip);

terminate_proc(LXSEGFAULT);

// should not reach



€ Lunaix 05 Dev Tutorial  yn{oTf (R LAY IR R IRIE?

= Page Fault K&

PTE:
Address of 4KB page frame Ignored | G 4KB
page

PTE
Ignored not
prese nt

U/S: BB AR IAIE]
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You, 13 hours ago | 1 author (You) AnsH D
struct proc_info { Stz
pid_t ; .
struct proc_infox ; it £
isr_param ;
struct proc_mm mm; TIE REMIE
vold* ;
time_t : Bz
uint8_t ;
int32_t ; KA

B L ey ey A

pEdual
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0xFFCO0000

EH#l, LunaixOSNAZEITIREER

0xFFBFO0OOO

1. RBYARRS N £04E e end + 0x8000000

PROC_TABLE
2 . | ;I *Z *& __kernel_end
Kernel Exec
0xCOo000000

1. ACPI RZ514
2. $HESE2RAT 3. N
3.m m_reg iO N 0xBOD00ODO

10
PD_MOUNT 1
4. HER sscooms
PD_MOUNT_2
OXAFB00000

PG_MOUNT_1 | OXAF7FFO00
i | PGMOUNT2 | ox
5. CG A — % PG_MOUNT_2 OXAFTFEOO0
PG_MOUNT 3 | OxAFTFDO0O
PG_MOUNT_4 | OXAFTFCODD

6. T1E FIGATEE = oo

Kernel
Space
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Kernel Exec

N
iz

0xC0000000
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0xB000OOOD
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PG_MOUNT_4 | OXAFTFCO00
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MBS Pinkie Pie ey ZHME) fork() £,

R T RREERIBRMNRAIRER, MEES—2
=

FRLL, fork() RIZHEEFLEIFHIZ—70 N o -

WARAX—R, fork() 2{NEHRIFEIREIFRAYERKEL!

5&@?5}&*5 A ......
1 pid
RFER
A fork()
SE[E 0
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FEEEER! LA —TIEHITFK!

__dup_pagetable(pid_t , uintptr_t ) A
7 N ~ =R== S o voidx = pmm_alloc_page( , I?P_FGPERSIST); \
é““, |$Eﬁﬁg; '§\ """ x86_page_tablex = vrfm_-Fnap_page-\ . EG_I-IDUI'-JT_I, ., PG_PREI-Wq__F.M,-;
x86_page_table* pj = (x86_page_tablex*) ( | (Ox3FF << 12));
=] %\ *Duﬁ E’J |‘$ E Ny — 'ifl.‘.l' (size_t = 0; < PG_MAX_ENTRIES - 1; i+)
MIZ701 ) pld :L__# EE \ 1;2 t _
x86_pte_t | = I - [i];

M ;E\ A if (I |(ptde & PG_PRESENT)) {
%Uﬂ — [i] = 3
1

contlnue;

3
/_I"'I x36 page tablex = (x86 -page_ tablex) ( (i =< 12));
1%1?*% |E_| 1?3%*%5‘\ d = pmm_alloc_page( , PP_FGPERSIST);

)<36 page_ table = vmm_fmap_page ( , PG_MOUNT_2, , PG_PREM_RW) ;

for (size_t j = 0O; < PG_MAX_ENTRIES; j++)

NTERAREZNNEXE, FERNFE ras.pre.t pe = pptosentrylil;
R ARA AR O3 R AR ETHRAE 0 ik, P = ke
}‘Aﬁﬁ{%iﬁ COW EI\JE}EE : — [i] = Cuintptr_t) | PG_PREM_RW;

— [PG_MAX_ENTRIES - 1] = NEW_L1_ENTRY(T_SELF_REF_PERM,

*LunaixOS 58 . ZIRiIEFAE TiB]HYIREY,
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SCI fork ()

pid_t dup_proc() {
pid_t pid = alloc_pid();

struct proc_info pcb = (struct proc_info) {

L

.created = clock_systime(),

.pid = pid,

.mm = __current—>mm,

Jintr_ctx = __current—intr_ctx,
.parent = __current

#ifdef USE_KERNEL_PG

#else

setup_proc_mem(&pcb, PD_REFERENCED);

#endif

if (!_current—mm.regions) {

}

goto not_copy;

- FIHTE PCB Gl
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void setup_proc_mem(struct proc_info* proc, uintptr_t usedMnt) {
// copy the entire kernel page table
pid_t pid = proc—pid;

vmm_mount_pd(PD_MOUNT_2, pt_copy); /] EEIME RN TIREHIEH S#2

// copy the kernel stack
for (size_t i = KSTACK_START >> 12; i = KSTACK_TOP >> 12; i+)
{

5E PTE BWFHERIFT TLB £17,

,,,,,,,,,,,,,,,,,,,, X—PIEEE!
x86_pte_t p = xppte;

zzzzzzz

void* ppa = vmm_dup_page(pid, PG_ENTRY_ADDR(p));
*xppte = (p & Oxfff) | (uintptr_t)ppa;



struct mm_region *pos, *n;
1list_for_each(pos, n, &__current—mm.regions—head, head) {
region_add(&pcb, pos—start, pos—end, pos—attr);

/ MREHE | MAFIERIE,
if ((pos—attr & REGION_WSHARED)) {
continue;

}

uintptr_t start_vpn = PG_ALIGH(pos—éstart) > 12;
uintptr_t end_vpn = PG_ALIGN(pos—end) >> 12;
for (size_t i = start_vpn; i < end_vpn; i+)
{
x86_pte_t *curproc =
&((x86_page_table*)(PD_MOUNT_1 | ((i & Oxffce@) << 2)))—ventry[i & 6x3ff];
x86_pte_t *newproc =
&((x86_page_table*)(PD_MOUNT_2 | ((i & Oxffce@) << 2)))—ventry[i & 6x3ff];

if (pos—»attr == REGION_RSHARED) {

ff MBIEHE | WEESOERERRIE , BAFEASATIE SN ACONERRS,
*curproc = xcurproc & ~PG_WRITE;
*newproc = *newproc & ~PG_WRITE; You, 1 second ago * Uncommitted chang

else {

// MREFED , MFFZTTMAINEERERR,

*newproc = @;

not_copy:
vmm_unmount_pd (PD_MOUNT_2);

// IEMEfork , iR[EIH R,
pcb.intr_ctx.registers.eax = 0;

push_process(&pcb);

return pid;
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fork IFERVENS, EREXRER. Ri&; KIEX
EEEY

BERFREEHE G

MAZBAEE

100 150

#1 1&&‘&—% *&j( E’\J W @Ejj Parent process size (MiB)

}‘AFHF'E"JQE size_t 0, 10;

#1 SEEMESEMH (Race Condition) ! STR: 0;
#2 A ANEMIEENE (1) _
#3 EEESENNRER _exit, {N------ C\n');

KINFO "Forked %d\n'

XER fork() SHMIFRILR?
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fork MEgE#

Pinkie Pie #JC 7 XMRKRIRIZTEIR! 248 fork H

for (;;) {
WEEE, MASREESNEE, NEREIRAAA " fork():
2%, BEIRTEMNDS, FBRT RAHER }
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MEQU@—/N&E . == 0xSFF0000D

k== B RO E B A% T -
RE S ECR P R XKIEA LS X,
tb fork ERE1TS

B X H A EAfthEEAN1L Fork !

User

Code & data

BOOL CreateProcessA(

[in, optional] LPCSTR lpApplicationName,
[in, out, optional] LPSTR lpCommandLine,
[in, optional] LPSECURITY_ATTRIBUTES lpProcessAttributes, 0x400000
[in, optional] LPSECURITY_ATTRIBUTES lpThreadAttributes,
) N ) [in] BOOL bInheritHandles,

posixX_spawn El‘Jﬁj—\]‘T—: Windows -FEl\J [in] DWORD dwCreationFlags,
[in, optional] LPVOID 1pEnvironment,

Createprocess [in, optional] LPCSTR lpCurrentDirectory,

[in] LPSTARTUPINFOA lpStartupInfo,

[out] LPPROCESS_INFORMATION lpProcessInformation
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m [P

procO® (Lunaix0S HWES#HIE) FE@EE £ BIFECIELRH!

void spawn_proc0() {

JJJJJJJJJJJJ

JJJJJJJJJJJJ

zzzzzzzzzzzz

}

ash

);

volatile(

"movl %%cr3, %%seax\n"
"movl %%esp, %sebx\n"
"movl %0, %%cr3\n"
"movl %1, %%esp\n"
"pushl %2\n"

"pushl %3\n"

"pushl $0\n"

"pushl $6\n"

"movl %%eax, %%scr3\n"
"movl %%ebx, %%sesp\n"

"r"(kinit.intr_ctx.eip)

"%eax", "%ebx", "memory"

/[l EAESEEMHE  AEXBHEFFAESRBERE T,
push_process(&kinit);
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HILRZ I S {U#HiE, void __proc@() {
if (!fork()) {
AME—RY—HSERE fork # Ixinit #i2 asm ("jmp _lxinit_main");

1
3

(HEL2 Lunaix0S FAY initd ! )

N o asm ("1: jmp 1b");
FEHWMEN T LAEZEE S aHo

B, XA LRE
XM AR

RATRFELI sleep 7
a2 lipp =
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[BIA8—T _EiRRY{CRS

Atz KIS 2

BT ERAZIEEE),
MR E AR,

void spawn_lxinit() {
struct proc_info kinit;

memset(&kinit, 0, sizeof(kinit));
kinit.parent = (void=%)e;
kinit.pid = 1;
kinit.intr_ctx = (isr_param) {
.registers.esp = KSTACK_TOP - 20,
.cs = KCODE_SEG,
.eip = (void+*)_lxinit_main,
.55 = KDATA_SEG,
.eflags = cpu_reflags()

1-
S ]

setup_proc_mem(&kinit, PD_REFERENCED);

MEMEX £, XEZ

void setup_proc_mem(struct proc_info* proc, uintptr_t usedMnt)

pid_t pid = proc—pid;
void* pt_copy = __dup_pagetable(pid, usedMnt);

W—AREBM G ETEER T Y
L%, ABBNFeNgE T X

asm volatile(

"movl %%cr3, %%eax\n"

"movl %%esp, %%sebx\n"

"movl %0, %%cr3\n"

"movl %1, %%esp\n"

"pushf\n"

"pushl %2\n"

"pushl %3\n"

"pushl $6\n"

"pushl $0\n"

"movl %%seax, %%scr3\n"

"movl %%ebx, %%esp\n"

::"r"(kinit.page_table),
"i"(KSTACK_TOP),
"i"(KCODE_SEG),
"r"(kinit.intr_ctx.eip)

1"%eax", "%ebx", "memory"

push_process(&kinit);

e
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posix_spawn HSLZAF _ERLE fork , RAE
fork I35, MRNENZDAR—FE: -

TERISEIR, posix_spawn EEo]LUIERK
Fork+execve BYZE & ERIEN,

EAEEIFLI spawn , KI1EEELM
execve , ML execve , HKNIEE—IE

X RGE

AEZAHERAAE TEDZ—Kam. :)
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A fork() in the road

Andrew Baumann Jonathan Appavoo
Boston University

Microsoft Research

ABSTRACT

The received wisdom suggests that Unix’s unusual combi-
nation of fork() and exec() for process creation was an
inspired design. In this paper, we argue that fork was a clever
hack for machines and programs of the 1970s that has long
outlived its usefulness and is now a liability. We catalog the
ways in which fork is a terrible abstraction for the mod-
ern programmer to use, describe how it compromises OS
implementations, and propose alternatives.

As the designers and implementers of operating systems,
we should acknowledge that fork’s continued existence as
a first-class OS primitive holds back systems research, and
deprecate it. As educators, we should teach fork as a histor-
ical artifact, and not the first process creation mechanism
students encounter.

ACM Reference Format:
Andrew Baumann, Jonathan Appavoo, Orran Krieger, and Timothy
cshop en Hot Topics in
e o, Ttaly.
17550.

1 INTRODUCTION

When the designers of Unix needed a mechanism to create
processes, they added a peculiar new system call: fork (). As
every undergraduate now learns, fork creates a new process
identical to its parent (the caller of fork), with the exception
of the system call’s return value. The Unix idiom of fork()
followed by exec() to execute a different program in the
child is now well understood, but still stands in stark contrast

n in systems developed independently of

Timothy Roscoe
ETH Zurich

Orran Krieger

Boston University

50 years later, fork remains the default process creation
API on POSIX: Atlidakis et al. [8] found 1304 Ubuntu pack-
ages (7.2% of the total) calling fork, compared to only 41
uses of the more modern posix_spawn (). Fork is used by
almost every Unix shell, major web and database servers (e.g.,
Apache, PostgreSQL, and Oracle), Google Chrome, the Redis
key-value store, and even Node.js. The received wisdom ap-
pears to hold that fork is a good design. Every OS textbook
we reviewed [4, 7, 9, 35, 75, 78] covered fork in uncritical
or positive terms, often noting its “simplicity” compared to
alternatives. Students today are taught that “the fork system
call is one of Unix’s great ideas” [46] and “there are lots of
ways to design APIs for process creation; however, the com-
bination of fork() and exec() are simple and immensely
powerful ... the Unix designers simply got it right” [7].

Qur goal is to set the record straight. Fork is an anachro-
nism: a relic from another era that is out of place in modern
systems where it has a pernicious and detrimental impact.
As a community, our familiarity with fork can blind us to its
faults (§4). Generally acknowledged problems with fork in-
clude that it is not thread-safe, it is ineflicient and unscalable,
and it introduces security concerns. Beyond these limitations,
fork has lost its classic simplicity; it today impacts all the
other operating system abstractions with which it was once
orthogonal. Moreover, a fundamental challenge with fork is
that, since it conflates the process and the address space in
which it runs, fork is hostile to user-mode implementation
of OS functionality, breaking everything from buffered IO
to kernel-bypass networking. Perhaps most problematically,
fork doesn’t compose—every r of a system from the kernel
to the smallest user-mode library must support it.

We illustrate the havoc fork wreaks on OS implementa-

To fork, or not to fork. That is the question.

BEEBHFELI ]S 7 —F Opinion
FITIEX S

RERDHT Fork BV EEEZEPTE:

1. fork BUE (FaIRARHKITHE —1

EF) o

2. fork Z5MRTFHERMES.
3. fork WL £

4, IR RHERARE

5. W ZEIENFRIF
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B MAFEERE S EIERRFR SR EII T, LunaixOS £F-5LI)
TRBRRB fork() o

BEAI, #HIZEEEIE TR Ring 04, WRMENZZ(E, R
BB EBITAREENINKER, BNFEEZETNRERD Ring

RIEATE T— AR RZX M Ring 3 R, HARERITFAAE
IR ]



55 %ebp

89 e5 mov %esp,%ebp

56 usi %esl

53 ISl %ebx o

83 ec Oc su $0xc, %esp

68 44 a2 12 c@ LS| $0xc0l12a244

e8 ed 1c 00 00 1l c0107d6e <pr

be 60 60 10 00 mov $0x106000,%es1

cl ee Oc shi $0xc, %esi

83 cd 08 dd $0x

56 I %esi

68 6c a2 12 c@ usl $0xc 6¢C

e8 d7 1lc 00 00 ) cOl10 <p ﬁA

83 cu 10 SOx1gNI\

bb 60 00 00 00 mov $0x¥, fbx n

eb 1t jmp c010660b5 <_kernel_post_init+0xu46>

89 d8 mov %ebx , %eax

cl e@ Oc sh $0xc, %eax n

83 ec B¢ su $0xc, %esp

50 1s| %eax l n

e8 9f 0a 00 00 a1 c0106bde <vmm_unmap_page> / \ L
83 ¢ ©° add $0x1, %ebx ;I. i : -

83 c |\ 1dd $0°-10, %esp

39 3 o ) ¥ L, %

72 e8 P 1 <_kernel_post_init+0x32>

e8 54 D - 27 kalloc_init>

85 ct /" > 9 \ '
74 ©7 : : wel_post_init+0x5a> #

8d 65 f& ' 9]\_%5
5b

S5e p %esi A o)
5d .:" %ebp JQHE/)\\}EFalf:: fﬁEiIEi]
c3

83 ec 04 ' $0xuU, %esp

6a U0 * w $0xu0 EP 1@—LI,
68 af ab 12 c pusl $0xc0l2a0af
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RE/THAR, TREEAR, RRHNERERIRADFEHE/IOIEE,
*%7[:51%:, ﬁtﬁﬂﬁg QEMU

Machine View

[INFD1 (ACPI) IRQ #9 -> GSI #9

[INFO1 (ACPI) IRQ #1@ -> GSI #10

[INFO1 (ACPI) IR #11 -> GSI #11

[INFO1 (APIC) ID: O, Version: 14, Max LUT: 5

1§ %HE%?@A% EI\J , ﬁﬁz:%%%}?ﬁﬂq%)% ! [INFO1 (TIMER) Base frequency: 15790080 H=z

[LINFOI1 C(INIT) I am parent, going to fork my child and wait.
[LINFOI CINIT) I am child, going to sleep for 2 seconds

[INFO1 CINIT) I am child, I am about to terminated

[LINFO1 C(INIT) I am parent, my child (2) terminated with code:

AW AS I=|=I
?‘Zﬂ -_I |*_] *;’- == 000000 INT 13: (ala4) [Ox8: OxcO10b833]1 General Protection
AT -

[INFO1 C(INIT) Forked

[INFO1 C(INIT) Forked

[INFO1 C(INIT) Forked

\N— — N Ab [INFO1 C(INIT) Forked

PRSI E TR B TA B Ay A e
[INFO1 C(INIT) Forked 10

[INFO1 (INIT) Forked 11

[INFO1 (INIT) Hello processes!?
[INFO1 C(INIT) CPU: QEMU Uirtual CPU version Z.5+

AIErEE EBHENEEETEN! o

Wwoo=aoch

Pt P MES!
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TE

HIR[EIZ—T x86 F& FRIFNE XI5

Protection Rings

Operating
System
Kernel

Operating System
Services

Applications

FAKIE?

LLm

R BT = NF!

EEFA DT REANBEMR T 1]

A WrEER sE# 1R
A Linux 24—, LunaixOS RfEH
Level O #1 Level 3

MWERZEIRAEAEH Ring 0 A Ring 3
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AERT!
FERFFEEEH Ring3 NESERFMET T
FERAENFEFS:

s = $UCODE_SEG

s - $UDATA_SEG

#define
#define
#define
#idefine
#define

KCODE_SEG
KDATA_SEG
UCODE_SEG
UDATA_SEG
TSS_SEG

08
10
1B
23
28
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P TR LR LA BRI AR -

RZIRAFTEZE:
1. SHEERT, AYREIRNZ

==[8)?

2. HIRIBTHRNEESAZTE2 D,
EAM?

3. NEB 1#0% 2 =, WAAITHIER
By “ BRI ?
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STACK

‘ Lunaix OS Dev Tutorial .I—.Eaﬁ :I\E')
%T?%%EQZEE_I:'FY’EJJ?QJ— % Ox9FFO0000
— I ERHERETIRATFAlE?
1. FrEBASEENNE REE—EERPK!
2. IRRIAE

3. MR LRI AR BFEAE—FEE— L JHNXIERER Shared Lt:raw 0x4D000000
4 A .
NEXIERE——1F A mm_region , KW
R ASRET! FEARETATAE! ZBI X I HEBRTESD

[EZ—TFENNEF— SRR REIR

User
Code & data

0x400000




‘4 Lunaix OS Dev Tutorial i&*% WE"J L J:—sztﬂﬁtﬁ”

ETHUSIEIEE = UIRFRER K. _, Stack Usage with
rivilege-Level Change
Interruptegt:éﬁcedure's Handler's Stack
R E LB IEF T !
‘Eriﬁs?grf?éeHandler
2 ISR BYFFNER (RPL) 5 SHR14ER (CPL) ~—
AR
1. CPU TR I P#%t% ESP After——»-

Transfer to Handler _

2. CPU #ENFCHIBVERRY SS #1 ESP

CPU gl @M B HAIBIRZI%? = TSS
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TSS 7 LunaixOS 2 “I=A” B! HJg-----

TSS NARERHEBIFA 1#1T L Xk, SHEENN—
TSS

CPU SERNHITIENoHERN, B YFHHIE L TXRE
2| TSS B, AR,

F2, BT UBREM L FXTHENAR:
1. {6/ TSS WEEF £ T 3iif
2. LunaixOS BrifE A4 E T3k

CPU =R X MEIENRZ%
B9 SS: ESP
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struct x86_tss _tss = {

.1ink = 0,
.esp® = KSTACK_START,

zzzzzzzzzzzzzz

.5s®@ = KDATA_SEG

zzzzzzzzzzzz

b
void
_init_gdt() {
_set_gdt_entry(0, 0, 0, 0);
_set_gdt_entry(1, 0, Oxfffff, SEG_RO_CODE);
_set_gdt_entry(2, 0, Oxfffff, SEG_RO_DATA);
_set_gdt_entry(3, 0, Oxfffff, SEG_R3_CODE);
_set_gdt_entry(4, 0, Oxfffff, SEG_R3_DATA);
_set_gdt_entry(5, &_tss, sizeof(struct x86_tss) - 1, SEG_TSS);
/* DNETSSERERSE */ :
moviw $TSS_SEG, %ax FMEMERIBRTT—4%, TSS HRFHEME GDT BE

ltr %ax
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X! X AR Lo

HNAPZTEESERENRFRITIR, T L TFXTIHRAISEI, ELFEEIAERT XEEBIK
=B 7 BYIR)E,

BigH BEpHE?
TR ! RITERBHTIESHS (Signal) HBHEG—TE -

BEFNARZEREEISNES, KIMEXRERZN I TEEENFS.
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BANERINIE T — N AP ZEYHIRIEICH LI I ERE o
Ni%= Bl F A P12 = BB AR LI RRIFRE 1 o
ARINNEREE, APREFEE—ERE LNNIZETRIFIFEZE,

R TR A LR



M ~] W o
o =0 ooN .

o

o on 00 <3 00
m

N w
J W

o O OO
w

oo

e5

=T

1]
ed
(5]¢]
ee

3 ci

3 6C

d7

83 cu

00
ds8

el

83 ec

of

9 3

e8

sS4

cL

" T

65

3 ec

4o
af

Oc
a2
1c

0
ouv

Oc
08

a2

10

00 0€

Oc
ec

fa 00

0"

al

s @

0N

cO
RO
00

12 c@
lc 00

00

00

Q-

=

%ebp
%esp, %ebj
%esl

%ebx ®
$0xc, %esp

$0xcol12a24y

c0107d6e <pr

$0x106000, %e
$0xc, %esi

$0xc 6¢C
c010 <p A
SOxX1PNIND
$0x¥ fbx I:l

c010660b5 <_kernel_post_init+0xu46>
%ebx , %eax

$0xc, %eax n

$0xc, %esp

%eax l n

c0106bde <vmm_unmap_page> \

$0x1, %ebx 5 i : / - L)

$0°-10, %esp
¥ L, %
P 1 <_kernel_post_init+0x32>

°2 kalloc_init>

wel_post_init+0x5a> % L#_ﬂ
NARGIEB M ES
s EP 10-5
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AGBANARE RIS A MR, FEE
RIS ERIER FTHRITRZAIFE.

£ x86 @1y £, BX=ME:

1. syscall / sysret 64 I %=
- i =]
2. sysenter / sysexit 32 e, 85
k2T arH
v 3. Fhiff
_set_idt_intr_entry(LUNAIX_SYS_CALL,
#define LUNAIX_SYS_PANIC 32
#define LUNAIX_SYS_CALL 33

7E LunaixOS #1, 33 ST NRSIFER

08

asm_isr33, 3);

] —

=T iR
fFIgERNAISE
79 Ring3 4
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ARG AT EME:
1. IRFBERA P ERBNEMFIE
2. R ANRARPLEHNZR
3. FRENABIIZRNR B, FHZEIAF
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FAF=d (R3)

pop %eax

A EANA R =E A

RZ=1a (RO) __current—1intr_ctx.eax
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SEMARGIER: flRED &

BT AR SRRE (FHRTF eax)

RS = PAKRARS

syscall_table:
1 B
.long ©
.long __1lxsys_fork
.long __lxsys_yield
.long __1lxsys_sbrk
.long __1lxsys_brk
.long __1lxsys_getpid
.long __1lxsys_getppid
.long __1xsys_sleep
.long __lxsys_exit
.long __1lxsys_wait
.long __lxsys_waitpid
9.

/* 1 %/

[* 5 %/

/* 10 */

.rept _SYSCALL_MAX - (2b - 1b)/4

.long ©
.endr

syscall_hndlr:

pushl %ebp
movl 8(%esp), %ebp

movl (%ebp), %eax
cmpl $__SYSCALL_MAX, %eax
jae 2f

shll $2, %eax

addl $syscall_table, %eax
cmpl $0, (%eax)

jne 1f

heg  %eax
popl %ebp
ret

HERRNUE (FeE—E0E)

TR, %eax B EEFTENITHRZGIIZAMIL
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£ x86_32 TSHBIMEIEN, REEFA eax

RRSFRENSY, BREMIE: RFREEIR, RITEREBMERE
BEY, REB—BAAZE FRAE
1. 78197 33 SHUTRIENS R 1R1E! )

2. RIBSWENTFR, i, MEETHEN
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struct

1:
{
reg32 eax; pushl 24(%ebp) /* esi - #6 arg */
reg32 ebx; pushl 20(%ebp) /% ebp - #5 arg */
reg32 ecx; pushl 16(%ebp) /* edi - #U arg */
reg32 edx; pushl 12(%ebp) /* edx - #3 arg */
reg32 edi; pushl 8(%ebp) /* ecx - #2 arg */
reg32 ebp; pushl 4(%ebp) /* ebx - #1 arg */
reg32 esi;
BURT isr_param K% /5 call (%eax)
movl %eax, (%ebp) /* save the return value */
addl $2d, %esp /* remove the parameters from stack */
HATPIZIAR el e

ret
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syscall_hndlr:
pushl %ebp
movl 8(%esp), %ebp

movl (%ebp), %eax
cmpl $__SYSCALL_MAX, %eax
jae 2f

shll $2, %eax
addl $syscall_table, %eax
cmpl $0, [(%eax)|

jne 1f
2E
neg %eax
popl %ebp
ret
extern void syscall_hndlr(isr_param* param); 1-
pushl 2u4(%ebp)
void syscall_install() { pushl 20(%ebp)
intr_subscribe (LUNAIX_SYS_CALL, syscall_hndlr); pushl 16(%ebp)
} pushl 12(%ebp)
pushl 8(%ebp)
. S w ushl d(%ebp)
BRFEERLESREHRE] 33 S L ’ ’
call (%eax)

movl %eax, (%ebp)
addl $24, %esp
popl %ebp

ret
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#define __DEFINE_LXSYSCALL(rettype, name) \
rettype __lxsys_#Htname()

__DEFINE_LXSYSCALL(pid_t, fork)
{

return dup_proc();

}
EEaNBef 1 Z BIFTIHEY fork()

__DEFINE_LXSYSCALL3(pid_t, waitpid, pid_t, pid, int*, status, int, options)
{
return _wait(pid, status, options);

}
5 E B R B PRIAEY waitpid(2)
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rrrrrrrrrrrrrrrrrrrrr

zzzzzzzzzzzzzzzzzzzzz

ERERERERELAPBEX 4T

push  %ebp
mov %esp, %ebp
static pid_t waitpid(__PARAM_MAP3(pid_t, pid, intx, status, int, options)) { push %esi
asm(u\nu ::"b"(pid), "C"(Status), Ild”(options)); push %Eb‘x
—DOINT33(__SYSCALL_waitpid, pid_t) } 0
mov %edx, %esl
BH BN . mov %ecx , sedx
FHRHIZ BEBEHTE R '
mov %eax , %ebx
ZENABRSE %eax , H1T mov %esi, %ecx
int 33, HIREUR[E mov $0xa, %eax
int $0x21
#define ___DOINT33(callcode, rettype) pop  %ebx
int v, .
: 0 %esl
asm volatile("int %1\n" : "=a"(v) : "i"(LUNAIX_SYS_CALL), "a"(callcode)); Pop
,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,, pop Qﬁebp

return (rettype)v;
ret
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BANFE—HFIRE, HFERERN (BXTFHRE) -

You, 13 hours ago | 1 author (You)

struct proc_info {
pid_t ;
struct proc_info* ;
isr_param ;
struct proc_mm ;
volid= ;
time_t ;
uint8_t :
int32_t ;
int32_t ;
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DN:EE Gl

aJE

NRHABERITRFIBAEE, B T EERDENEE. =&

EHA?

1. FABA=RE: AESAZERSBARRITHIREFHT

XTI,

2. WESAT E IR, RERNARFEARKIE AR
5. (BEANRZIAR)
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int 0x21 SEAY#T
+TxX

RGBT ERK

peiz sl sl
#BEY 3 A2 T A9 T A PISAERERET, T
. ) ) . =
1nte:;:EE_zle:Eper. ?;ﬁﬁ esp ﬁ)\ﬁiﬁ #i X Tt
J PCB

pushl %esi BEBHITERNR

void

intr_handler(isr_param* param) J:—Fj(tﬂﬁ

{

__current—intr_ctx = *param;

SHAZ #i YIRS # HIZ #j
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int 0x21 SEAY#T

X
AFRARPITEERE
HIZ BT R
- BT S [RERy Ty ETF A RN, T
7 Tk
LHT esp ENHIE #i >
7 PCB
FBERRITEERXR

PYpPL ocUp
popl %esi

opl %es S .
S HIE #i

addl $8, %esp

—EZRYia]fg, #HIZ #k UIEIHIZ #i



I
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int 0x21 SEAY#T

FFx
RGBTSR

) M%EW¢%WLT T SRR, %

ks =i

WA #i

—EREYiElfS, A2 #k Y][OHRE #i
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int 0x21 SEAY#T
+TxX

AAARRME], i T
AAARERE, ROAMRITI R

USR5 OIS

WA #i

—EZRYia]fg, #HIZ #k UIEIHIZ #i
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12 4 B0 \ -

iret

int 0x21 SEAY#T
+TxX

WA #i

—EZRYia]fg, #HIZ #k UIEIHIZ #i
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BAITRAM— T RER

GRS
1. FRITRSIARY, KRADITFRETEYIE
2. KB —LRAFANSIL, Lbi0 wait(2), pause(2) o
3. IEAIN: FEFHFRIEHIZEZENAF,

REFHI S
1. BEIFREEOREEMLRLLE, e
2. BERBRERFEPUEIER

Bi2EXMESHRES
iX—,.'J—i ......
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_set_idt_intr_entry(LUNAIX_SYS_CALL, 0x08, _asm_isr33, 3);

V.S.

_set_idt_trap_entry(LUNAIX_SYS_CALL, 0x08, _asm_isr33, 3);

1 LunaixOS A, ATHLERSFAEINEI, KITEE g

1list_for_each(proc, n, & _current—children, siblings)

Rj-/%fjbﬂﬁ**% I:P z 4 ﬁﬁ ﬁ%gﬂj%%o { if (!~wpid || proc—pid == wpid) {

if (proc—state == PROC_TERMNAT && !options) {
status_flags |= PROCTERN;
goto done;

}
if (proc—state == PROC_STOPPED && (options & WUNTRACED)) {

status_flags |= PROCSTOP;

Eb%0 LunaixOS BY wait R45IE ARSI | gote done;
}
}
if (Coptions & WNOHANG)) {
return 0;
}

sched_yield();
goto repeat;
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EX—HF, A T7THRET RS RFEFANXR, URSERAT,

WA LA, BTHENASIERIESINERD, RAs—XERESEEN
— X ETFXRIRFNIME.

BESAFRATEELI T RAFEBBINEZR, ABAE F—Hi4, FEAT=ETLN
POSIX AR ZAIFH, MXWEF(] LunaixOS F#&A POSIX IFE—F!



55 %ebp

89 e5 mov %esp,%ebp

56 usi %esi

53 ISl %ebx ®

83 ec Oc su $0xc, %esp

68 44 a2 12 c@ LS| $0xc0l12a244

e8 ed 1c 00 00 1l c0107d6e <pr

be 60 60 10 00 mov $0x106000,%es1

cl ee Oc shi $0xc, %esi

83 cu 08 dd $0x

56 I %esi

68 6c a2 12 c@ usl $0xc 6¢C

e8 d7 1lc 00 00 ) cOl10 <p ﬁA

83 cu 10 SOx1gNI\

bb 60 00 00 00 mov $0x¥, fbx n

eb 1t jmp c010660b5 <_kernel_post_init+0xu46>

89 d8 mov %ebx , %eax

cl e@ Oc sh $0xc, %eax n

83 ec B¢ su $0xc, %esp

50 1s| %eax l n

e8 9f 0a 00 00 a1 c0106bde <vmm_unmap_page> / \ L
83 ¢ ©° add $0x1, %ebx ;I. i : -

83 c |\ 1dd $0°-10, %esp

39 3 o ) ¥ L, %

72 e8 P 1 <_kernel_post_init+0x32>

e8 54 D - 27 kalloc_init>

85 ct /" > 9 \# D
74 ©7 : : wel_post_init+0x5a>

8d 65 f& ' 9]\_%5
5b

Se P %esi N o . ME It‘—li
5 2 £2 Unix AA AR R (AL
c3

83 ec 04 ' $0xuU, %esp

6a U0 * w $0xu0 EP 1@—6
68 af ab 12 c pusl $0xc0l2a0af
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1. 38 LunaixOS a2 FHHNARGEA, UKRESLI
275,

2. BEAMN: HATBE=BAXELERAFER, 5—1
B EREIER, FHXEEF 27 LunaixOS 1 Linux BYiz

1745
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FHLILEZHEWEW, LunaixOS Z13F MAR—EE3E POSIX BY:
B POSIX BN ASAIEA

getpid sbrk wait yield
getppid brk waitpid

getpgid fork

setpgid sleep

_exit

<lunaix/lunistd.h>
HINFEEELFTEORIE
wait(2) , sleep(3) , pgid #1 _exit(2)
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{
terminate_proc(status);

}

void
terminate_proc(int exit_code)

{

__current—exit_code = exit_code;

schedule();
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sleep(3) BYSEI

Ihee: ILHBEARERREENTIR, REIFER, MREWREERST
AETRERIER (MNEESEER) , NiRERRFE

AREEE.

1. §R sleep IR HHRHE— T
i8S, FIHIERAIRENEE.

2. SITEYEREREY, ERIARRHRIE

RS EINEE .

(e]

struct proc_info {
pid_t ;
struct proc_info*
isr_param
struct proc_mm
void= ;
time_t :
uint8_t :
int32_t
int32_t :
struct 1x_timerx

.
I

I



__DEFINE_LXSYSCALL1(unsigned int, sleep, unsigned int, seconds)

{

if (!seconds) {
return 0;

}

if (__current—timer) {
return __current—timer—counter / timer_context()—running_frequency;

}

struct lx_timer* timer =

timer_run_second(seconds, proc_timer_callback, __current, 0);
current—timer = timer;

current—eintr_ctx.registers.eax = seconds;

__current—>state = PROC_BLOCKED;

schedule();

static void
proc_timer_callback(struct proc_info* proc)

{

proc—>timer = NULL;
proc—state = PROC_STOPPED;




‘ Lunaix OS Dev Tutorial sleep(3) % *I:IJIL;\E%?

T2 A A IE RN, B APIC =4 tick BAE#PEERN T ITIEERE
( 2048Hz , K& 488 HFL—) .

CHERHBEARERRES = ERFNER T, #ENRSE T —TRAE
NABEEIFMEE (£ 300 2FRVIER) .

FEERIXIAAK!

B# . AERA LunaixOS BVITEY 285!, M7t PCB EmEM— 1 &RV ITEL28,
HiEBIfFNIAEBfR.
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sleep(3)

You, 18 minutes ago | 1 author (You)
struct

{
struct llist_header sleepers;
time_t wakeup_time;

} sleep;
£ PCB Em

i

==

/b\Eg

d
p—

H—F

void
check_sleepers()
{
struct proc_infox leader = &sched_ctx._procs[0];
struct proc_info *pos, *n;
time_t now = clock_systime();
1list_for_each(pos, n, &leader—>sleep.sleepers, sleep.sleepers)
{
if (PROC_TERMINATED(pos—state)) {
oto del;
y ? ' SEERNERSR
== B {m|
tlme t y\llfg;,p]g = pos—>sleep.wakeup_time; ﬁ'ﬁguﬁﬁim #$
if (wtime & now = wtime) {
pos—>sleep.wakeup_time = 0;
pos—state = PS_STOPPED;
}
if (twtime D 4
del:
1list_delete(&pos—>sleep.sleepers);
3
}
3

, sleep, unsigned int, seconds)

if (!seconds) {
return 0;
}

if (_current—>sleep.wakeup_time) {
return (__current—sleep.wakeup_time - clock_systime()) / 1000U;

sleep(3) ARG iE ARIHT
SCI

}

__current—>sleep.wakeup_time = clock_systime() + seconds * 1000;
1list_append(&sched_ctx. _procs[0].sleep.sleepers,
&__current—sleep.sleepers);

__current—intr_ctx.registers.eax = seconds;
__current—state = PS_BLOCKED;
schedule();
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HE(NTT U — 1, MMEMsgE—EIE:
1. waitpid A UFFHEATNENFHIER[E],

2. BIXEIHRANGES, IANBEXGEFNES M HE,

MEXARIAR:
setpgid(2)

getpgid(2)
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struct proc_info

__DEFINE_LXSYSCALL2(int, setpgid, pid_t, pid, pid_t, pgid)
s —DEFINE_LX5YSCALL
. . {
pid_t pid; struct proc_info* proc = pid ? get_process(pid) : __current;
struct proc_info* parent;
isr_param intr_ctx; if (tproc) {
struct 1list_header siblings; ;Eﬁifnefifk-smtus = el
struct 1list_header children; } '
struct 1list_header grp_member;
struct proc_mm mm; pgid = pgid ? pgid : proc—pid;

void* page_table;
time_t created;

uint8_t state; if (igruppenfuhrer || proc—pgid == proc—pid) {
int32_t exit_code; —current—k_status = LXINVL;
. - N rn -1; setpgid FEEERZE
int32_t k_status; e 4 Bg e
: : } A pgid
pid_t pgid;
struct 1x\timer* timer; llist_delete(&proc—grp_member);
}; Llist_append(&gruppenfuhrer—grp_member, &proc—grp_member);

proc—pgid = pgid;
return 0,

pgid #RIR T X HIZFTB RV ,
FEHKH pid
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wait : LLFAHESFHFEE— T FHEER L,
waitpid : LLIARHARRFFRENFHEIZRE

SR
1. JEH;J_ HEROEFRBTEFGHRE (#IE pid= 3

pid) BYIRZE.
2. IREFEERLEF#IZE, NHR[E,
3. ZNEIRIZE 1 PRERT,

FEZFARTENATRR, BNIEESET
ERITIRAE, MmREERTE wait XE,
= RFILHI!
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B8 EIFRINANS?

B LR E— P SRR M ESEE,

children

children

struct proc_info

{

pid_t pid;

struct proc_info* parent;
isr_param intr_ctx;

struct 1list_header siblings;
struct 1list_header children;
struct 1list_header grp_member;
struct proc_mm mm;

void* page_table;

time_t created;

uint8_t state;

int32_t exit_code;

int32_t k_status;

pid_t pgid;

struct 1x_timer* timer;



€ Lunaix 0s Dev Tutorial wait(2) BYysCI

wpid = wpid ? wpid : —__current—pgid;
cpu_enable_interrupt(Q);
repeat:
1list_for_each(proc, n, &_ current—children, siblings)
{
if ('~wpid || proc—pid == wpid || proc—pgid == -wpid) {

if (proc—state == PROC_TERMNAT &% !options) {
status_flags |= PROCTERM;

goto done;
}
if (proc—state == PROC_STOPPED & (options & WUNTRACED)) {
s e |= PROCSTOP; mE . ATABIFAERER
goto done;
} schedule() ?
}
}
if ((options & WNOHANG)) {
return 0;
}
// HESRIMNEITIES

éthed_yield();
goto repeat;

BANEEBFHRNEY A, EERE

Z21E NRBTShARB =R, HITEE, B
RAHITHE
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pid_t p = ©;

if (!fork()) {
kprintf("Test no hang!\n");
sleep(6);
_exit(e);

}

waitpid(-1, &status, WNOHANG);

for (size_t i =0; i <5; i+) {
pid_t pid = 0;
if (!(pid = fork())) {
sleep(i);
if (1 = 3) {

i = *(int+)0xdeadcode;
}
tty_put_char('e' + i);
tty_put_char('\n');
_exit(e);
}
kprintf(KINFO "Forked S%d\n", pid);
3

while ((p = wait(&status)) = @) {
short code = WEXITSTATUS(status);
if (WIFEXITED(status)) {

kprintf(KINFO "Process %d exited with code %d\n", p,

} else {

Fe A M

Lunaix@®S

code);

kprintf (KWARN "Process %d aborted with code %d\n", p, code);

}

V.S.

pid_t p = 0;
int status;

if (!fork()) {
printf("Test no hang!\n");
sleep(6);

_exit(0);
1
3

waitpid(-1, &status, WNOHANG);

pid_t pid = 0;
for (size_t i = 0; i < 5; i+) {
if (!(pid = fork())) {
sleep(i);
if (i == 3) {
i = *(int*)OxdeadcOde;

3

printf("%d", i);
printf("\n");
_exit(0);

}

printf("Forked %d\n", pid);

3

while ((p = wait(&status)) = 0) {
short code = WEXITSTATUS(status);
if (WIFEXITED(status)) {
printf("Process %d exited with code %d\n", p, status);
} else {
printf("Process %d aborted with code %d\n", p, status);
}

o
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Machine

—[INFD1
[INFO1
[INFO1
[INFO1

o LINFOI
[INFO1
[INFO1

(lrinrFol
[INFO1
[INFO1
[INFO1
]
[INFO1
1
[INFO1
z
[INFO1

g (EROR]

4

[INFD1
[INFD1
[INFD1

AN : ERDH

A
QEMU o x (base)

(ﬂz:Ti IRQ #9 -> GSI #9 $ ./a.out
(ACPI) IRQ #10 -> GSI #10 Forked 1024079
(ACPI) IRQ #11 -> GSI #11 Test no hang!
(APICY ID: O, Version: 14, Max LUT: ©
(TIMER) Base frequency: 15790080 Hz gorked 16024080
(INIT) Forked 3
(INIT) Forked 4 Forked 1024081
(INIT) Forked 5 Forked 1024082
(INIT) Forked 6 Forked 1024083
(INIT) Forked 7
(INIT) Test no hang? EFOCESS 1024079
(INIT) Process 3 exited with code @ Process 1024080
(INIT) Process 4 exited with code @ 2
(INIT) Process 5 exited with code @ Process 1024081
(PFAULT) (pid: 6) Segmentation fault on OxdeadcOde (Ox8:0xcO10a07b) Process 1024082

i
(INIT) Process 7 exited with code O Process 1024083
(INIT) Process 2 exited with code O Process 1024078

(INIT)

done

MREL, MRA—E:
#*iZ pid

TENRE GRENRR)
THi=RIR [B]h5
MIMIIREBE B

(base)

s

Ixsky@lunaixsky-PC:~/my-projects/os-dev-tut

~/my-projects/os-dev-tutorial/

exited with code ©
exited with code 0

exited with code 0
aborted with code 139

exited with code ©
exited with code ©

~/my-projects/os-dev-tutorial/

/—\\ l

1T
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RN HRIERAITHRIZE A RIRIFFLS -

BN AORIRN AR 2K !

1. 2

i

\
=
ﬁ?

==& (Signal)

. KMBEE? [EE]

. PCl £45 SATA IXEh (via AHCI)

. XERYE

. EFMESHIT
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